NHCTpYKLMA NO 3KCNOPTY cepTUdUKaTa OTKPLITOro Kioya

SKcnopT cepTUdLrKaTa OTKPLITOrO KitoYa Ans perncrpaumm B JIn4Hom KabrHeTe pecnoHAeHTa CUCTEMb
Web-cbop PoccTaT MOXHO BbIMOMHUTL OAHWUM 13 Tpex cnocoboB:

CMNOCOb 1.

1. BbibpaTb 13 cnucka nporpammy Kpuntol1PO CSP

—
‘J[ Mpuctynan k pabote

Joxymentel

‘ [ 3 Kpuntolpo CSP
‘_I";_
KomargHas cTpoka

load_xml_P59_k101n1882.exe

Wzobpaxerna
Mysbika

Komnetotep
HiSuite

Manens ynpasnexns
Microsoft Excel 2010

Ycrpoiictea n npusHTepsl

CnpaBoyHuK TEnedhoHOE
= Mporpammetl no yMon4aHno

|| Ceptudmkatel nonssosatens
Cnpaska n nogaepxka
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3asepiuenne pabotel | »
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3. HaxkaTb KHOMKY «[1pocMOTpeTb cepTUdUKaThbl B
KOHTENHepe

ANropUTME!l I BesonacHoCTE l Winlogon HacTpoitki TLS
Obwme I ObopyaosBaHue ! Cepauc LononHUTENBHD

KoHTEHEp 33KpLITOrO KloYa
3TH MACTEPa NO3BONAIOT NPOTECTUPOESTL, CKOMMPOBaTE MK
YA2NUTE KOHTEHHEP 3aKPLITOMD KKDYa C HOCMTENA,

[HDOTECI'MPOBaTb...] [ CKOMMpOBaTh... ] [ Yaanutb...

CepTUhHUKETE! B KOHTEAHEPE 3aKPLITOrO KMKOYa

3TOT MaCTEp NO3EONAET MPOCMOTPETE CEPTHDMKAETLI, HAX0AAWMNECR
B KDHTEﬁHEDE 3aKpBITOr0 KNKO4Ya, W YCTaHOEMTE MX B XpaHMnMu e
CEPTHUOMKATOE

[ MpoOCMOTPETE CEPTURMKATEI B KOHTEMHEPE. ..

NYHENT cepTUdMKaT

3TOT MaCTEp NO3BONAET CBAZaTE CEPTUDMKAT U3 daiina c
KOHTEAHEPOM 3aKPBITOM0 KNKOYa, YCTSHOBME STOT CEpTUMKAT B
HPEHWIMLLE.

[ YCTaHOBMTE MMHHBIA CEpTIdMKET. ..

Maponi 3aKpEITEIX KNouei

3TH MACTEPa NOSB0NAIOT M3MEHUTE napon (MWH-+<oab!) saKpeITEIX
KMKOUEl UMW YASNWTE S3MOMHEHHEIE PSHEE Naponi.

MESMEHUTE Napons. .. ] [ YASNWTL 3aN0MHEHHEIE MaPOMK. ..

OK ] [ OTmeHa

MpMeHTH

2. B oTKpbIBLUEMCS OKHE OTKPbITh BKNAAKY
«CepBucy:
L cs )

ANropuUTME! BezonacHocTL l Winlogon HacTpoiiku TLS
Ofuime ObopyaosaHue | Cepsuc | [LononH1TensHo

Bepoua npoayxTa: 4.0.9969
Bepaw aapa CK311: 4.0.9019 KC1
© Komnanua KPUIMTO-PO. Bce npasa sawmuleHil.

IIE J Kpunrolpo CSP

NnueHsua

CepuitHbiit HoMep:

Bnanenew: permstat
OpraH1saLma: MepMecTaT
Cpok aeicTens MocTosHHan

T IAUEHsI: KnueHTokas

Mepsasa ycranoska: 30.07.2019
HAzbiK

BoibepuTe A3bIk AN oTobpaEKEHNA OKOH
CSP Balleil y4eTHOI 3amian:

BribepuTe A3bIK ANnA oTobpaKeHUA oKoH

CSP none30BaTEnel, He 3303B1WNX 936K
(yMonuaHWe oicTeMsl):

[ oK H OTtheHa ] MpHMEHUTE

4. B oTKpbIBLLIEMCA OKHE BblBMpaeM KHOMKY
«O0630p»

KonTeiiHep 3aKpbITOro Koua

BSeAMTE UK YKSKNTE KOHTEIHED 3aKPEITOrO KNKoYa ANA NPOCMOTPa
CepTUDMKATOB B STOM KOHTEIHEpE

WMs KNIOYEBOro KOHTEITHEPa:

BBEAEHHOE UMA 3303ET KNKOYEBON KOHTEIHED: Mo cepTUPMKaTY. ..

(@ Monk3oBaTena
() KomMnbtoTepa

Bribepite CSP Ana NoMcKa KNKOWEBLIX KOHTEIHEPOB:
[Crypm-Pro GOST R 34, 10-2001 Cryptographic Service Provider

OTmeHa

| rovens | |



5. B 0TKpbIBLIEMCSI OKHE BblBMPaeM HyXHbIl 6. [Nocne BbIbopa KOHTENHEPA HaXMaeM

KOHTenHep 1 HaxxnmaeM «OK» «danee»
53 m--,-,‘»* = e

Brifiop KNK4ESOro KOHTElHEPE HacTpaiiku TLS

OBopyaceaHie Cepemc LONONHUTENBHO

B crmcke noxkassisats:

@ [pyXecTBEHHbIE MMEHA ) YHAKaNbHbIE MMEHA

CrMCOK KNIOYESIX KOHTEIHEDOB NoNb30BaTeNs:

KoHTeilHep 3aKpbITOro Kno4a
BEEAMTE UMW YKEKMTE KOHTEIMHED 38KDLITOMD KAKOYa ANA NPOCMOTPE
CEPTGMKATOS B 3TOM KOHTEIHEPE

=
CuMTLIBaTENL | MM KOHTERHEepa

Peectp e - -
Peectp -

VNS KNIOYEBOro KOHTeitHepa:
o

BseneHHoe MMA 33088T KMNOYEB0I KOHTElHep: Mo cepTUUKATY. ..
@) MonbsosaTens
) KovnetoTepa

BoibepiTe CSP ANA NOMCKE KAKHEBHIX KOHTEMHEPOS:
Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider - ]

< Hasaa Aanee > QTmena

7. OTKpoeTcs OKHO ¢ MHbOopMaumen o cepTudunkate, | 8. B oTKpbiBlIEMCA cepTUdMKaTE OTKPbIBAEM
Bblbpaem «CBocTBa» BKnagky «CocTaB»
Lol [ S ==

| Be30MacHoCTL Winlogon | HacTpoiiky TLS

Obopyacearue ] Cepsuc | AononHATENEHO

fuwe | Cocras | Myme cepruduaiym |

Ceprndukar Ansa npocHoTpa m Ceepenna o cepTpukaTe

NpocvoTpuTe 1 seibepute cepTndmkat

3ror T He
erofgo

CepTudmkaT: MepmecTat

CyfbexT: E=P59_tech@gks.ru, CHWNC=02899342805, OrPH=1055901602679, -
MocTaBwmK: E=uc@gmcgks.ru, OMPH=1027739 185968, MHH=007719026593, C=RU,
LeiicTeuTeneH ¢ 4 nexabpa 2020 1, 22:10:43

LelicTenTeneH no: 4 gexabpa 20211, 22:20:43

CepuitHelin Homep: 0137 8486 8503 D358 BFEB 1155 36DF D7E3 08

Komy Bbipan: =

Kewm Boigan: ML Poccrata

Aeicranrenenc 04, 12, 2020 no 04, 12, 2021

‘? ECTb 3aKPITHI KNKOY ANA 3TOFO CEpTUhIMKATE,

YCTAHOBITS CEPTUDMKAT. ., 3aRBNeHIe NOCTABILMKA

NonpoBiree o ceprudmrarax

< Hazag ” roToso ]I OTMeHa ]

o )

9. Ha Bknagke «CocTaB» BbIOMpaeM KHOMKY 10. B oTKpbIBLIEMCS OKHE «MacTepa aKcnopTa
«KonunpoBaTb B Gann» cepTndunKaToB» HaXxxnmaeM «[laneex;

Int Interne

| Obuwwe | Cocas |Myrs cepring

MokaszaTe: [<B(£ >

Mone SHaqeHne
[)Bepata V3

| CepUiiHEI HOMED 013784b685d3d8 Sbbfeb... | |
[] Anropyrrn noanan FOCT P 34.11-2012/34.10-20....
|| Anropyrm soumposarma no...  TOCT P 34.11-2012 256 Gt
E'Msnanyb ™U Poccrata, ML Poccrar...
DAeﬁcmm'eneu c 4 nekafips 2020, 22:10:43
E_]Aeﬁcmm'enen no 4 nexafips 20211, 22:20:43

Elrvfrewr Aemnrrar S le

MacTep akcnopra ceptndukaTos

STOT MACTE NOMOraeT KOMMPOBATE CEPTUGHKATEI,
CTMCKH AOBEPUA W CTIMCKM 0T361Ba CEPTHHUKATOB M3
XPaHUAMWE CEPTUPNKATOB Ha NOKANGHGIM AMCK,

CEPTUDMKET, BolAaHHBI LEHTPOM CEPTMMKALIM,
AENAETCH NOATEEMKAEHUEN BAWEH NMHHOCTH 1
COREPARNT MHAOPHALII, HEOBXOAMMYIO AN SAMTEI
DAHHBIX MIN YCTAHOBNEHHS SALUMLEHHEIX CETESEIX
NOAKMKGHEHMA, XPEHHAMLLE CEPTUHKATOS - 3TO
0BAaCTh CACTEMI, MPEAHESHAYEHHES ANA XPaHEHIUS
CEpTUPIKETOB.

AN NPOACITKEHNA HAKMYTE KHOMKY "fanee”,

| <Hazan ||| Hanee > Ormena




11. BoibupaeMm «HeT, He akcnopTupoBaTh 3aKpbITbI 12. Boibupaem «®ainnbl X.509 (.CER) B

KIo4Y» U HaXkuMaeM «[anee»

Inte

R |

MOKHO SKEMOPTUPOSETE 3aKPLITHIN KDY BHECTE ¢ CEpTMAMKETOM,

3EKPLITEIE KON 3EULMULLEHE Naponen. YTabkl SKCNOPTHPOBATS SAKPBITEIN Ko | Boifiepue doprat dalina cepTudukaTa:

BMECTe ¢ CepTHOMKATOM, HyxHo ByneT yKasaTs naponb. @ atine: X. 509 (.CER) 5 Koauposke DER

) taiine X.509 (.CER) 6 xoavposke Base-64

(") Cranaapt Cryptographic Message Syntax - cepTudmkaTel PKCS 27 (.p7b)
[ BrnrounTs Mo BOSMOXKHOCTH SC8 CEPTHOMKATE! B NYTH CEpTUOMKALIM

i KIHOY BMECTE C
() fla, 3KCNOPTMPOBATE 3EKDEITEIT KAKDY
(@) HeT, He SKENOPTMPOBATD 3BKDEITHN KAKY . - . ;
Galin ofmena niuHol uabopralmen - PKCS #12 (PFX)
| BRAMOUMTE N0 BOIMOXHOCTH SCe CEPTHRUKATE! B NYTs CENTUBMKALM
__| YRanuTs 3a3KpLITH K04 NOCNE YOISWHOro SKaI0pTa
| 3KCNOpTHPOBATE BCE DaOUUDEHHEIS CBONCTEa

XDEHUTLE CEpUAanS0BaHHE CepTHdinaTos (.SST)

MoapobHee o hopmMaTe BEAN0E CEDTUDMKETOS

! 06 3KCNOPTE 3aKDLITLIX KoYl

<tiasan | Bance> | |[ omesa |

[ sHasan |[ ganee> ] [ omena |

14. B oTKpbIBLLIEMCA OKHE BbIBMpaeM NyTb Ana
coxpaHeHus panna n B none «/ima danna»
BBOAMM Ntoboe nMs gnsa coxpaHsemoro dainna,
3aTeM HaxnuMmaeM «CoxpaHUTb»

YKaMUTE MMA IKCNOpTHPYENMaro daitna YnopagesnTs v Hopaa nanka

7 WMaBpannoe - BuBanoTern
& 3arpyzkn B b
4| Heaasrue mecta 8 Komnerotep
B Pabouwit cron €y Cers
Ji yuesa
4 Bubnnorexn [lcepmbuxar
H Buaeo [#)] 3nexTponnan nowta @gks.u

AokymenTel
|s=l Vzo6paxcerus

& Myzeixa

18 Komnsrorep
&L, Nokansrenii anck (C:)

Vs daiina: Ceprubuar opranmsaum
Tun paiina: | sonsinere daiine: 4509 (".cer) 8 koguposxe DER

4 Cipuirs nankn

[[<Hasaa ]| fence> | [ omena

CocTas | MyTe cepTidHiaLsy | — | Ofiwume | COCTaS | MyTh cepTud: | i

YiapxuTe uns SKCTOpTHPYeHOro dalina F P
3KCNOPTa CepTUHNKATOB

. PafioTa MACTEDa SKCNOpTa CEpTUAMKATOS YCnewHo
Wns daitnat v 3aBepwena.

i oo s e e

SKanopT Knoued Het
BRMOHMTo B NyTh BCE CepTHdHKATS! HeT
dopat daitnos Ason-rie hail

[ <toen [ foe> ] [ ome




17. B pe3ynbTaTe nosBmuTCs coobuieHne ob 18. B peaynbTate aKcnopTa nosyyaem
yCMeLWHOM 3KcnopTe, HaxknumaeM «OK» CepTtudukat (dann c pacluMpeHneM .cer)
= gee T - ¢

In L

e | CocTas | Myre cepruducaum |

(L Mocrep sccropracprogmaron

3aBepweHne paboTel MacTepa
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CNOCOb 2:

- Myck -> MNaHenb ynpasnerusa (B windows 10, BBOAWM Ha3BaHWe B MOUCK)

- Pexxum npocmoTpa «KpynHble 3HauKm» unn «Menkune 3HauKm»

MpocmoTtp:  KpynHbie sHaukn ~

- «CBolicTtBa obo3pesaTena» unu «CBoncTea bpaysepa»
- CogepxaHune - CepTudukatsbl

- Ha Bknagke «J1nyHbie» NLEM HYXHbIN cepTUdUKaT 1 BblAENSEM ero - IKCMopT...

- B OTKPbIBLUEMCSI OKHe MacTepa aKcrnopTa cepTudrKaToB HaxMuTe «[anee»:

KoHcore [eficteme  Bug  Cripaska

o B i e XEB @

IE CepThtikikaTel - TERYWMIA NoNe | Komy Boiaaq
= 03 Mo

‘23 CepTidukatil
+- (0 AoESpeHHEIe KOPHEEEIS LEk
# [ QosepvTencHele oTHOLWEHM
+ (1 Mpomescy ToYHsIe LeHTpE! ce

MokasaTe: | <Bee>
+- [0 OfveKT Nones0EaTEnA Actiy

Bac mpriEeTcTByeT MacTep
WCNOPTa cepTdikaros

0T HACTEP NMOGET KOTMPO3aTH CEPTHAMKETE,
CTHCK AGBEPFA M SMHAKH OTS0EA CEPTABHCATOR H3
MRS COPTIOIKATOR H3 JOKANSHaN A11CK,

CepThpurar,

Ofiupe | COCTSE | MyTh cepTrdmcawm

47 7 0000 00 01 07 d9

P 34.11/34.10-2001

B Kartur (Ural), 380 ...
BapA 2008 r. 15:51:00
BapA 2003 r. 16:00:00

$3HUKOB AHADEH Bnaam...

amnaR-ra o TRR ALY "
COLEPHHT MHGopMaLHE, fY+0 AN9 SALHTS!
AGHHBOC MIH YCTSHIBMERHS 3EULLLZHHbI C2TEsbL
ARSI, KDaMAMILLE CeCTHEMKaTOS - 270
OBNACTE CHCTE o, MPEHASHA BHHAR AR XPakZHA
Lop e s

PR PO ACRKEHMA Ha¥MHTE Kromky "danee”.

" pmmegwn.]

- Ha OTKpPbIBLUENCS BKTafKe BblibpaTb «HeT, He 3KCNOPTMPOBaTb 3aKPbIThIN KY» 1 NepenTn «laneex;

- Ha OTKpbiBLelcs Bkagke BoibpaTb «Paitnsl B DER-koampoeke X.509(.CER)» n nepentu «Janeey,

- Ha cnepgytwouler BkNagke 3afjaTb MMA COXpaHseMoro ceptudukarta, HaxaB «0630p», BbibpaB MecTo
XpaHeHus 1 ykasas uma danna (ato ko OKIMO - Bawen opraHusaumm, Hanpumep, 12345678.cer) :
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Ve gaiine | 2347825 cet
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V‘ I CoxpaHUTh ]

Ceresos Tun thaiina:

‘ Paiinel & DER-xoauposxe X.509 [*.cer) v 1

[ OrmenHa ]

- 3aTeM Haxxmute «CoxpaHntby, «anee» n « 0ToBO».




CNOCOBb 3:

- [yck -> BbinonHnTb -> certmgr.msc;

pacKkpbITb JlnyHble, 3aTeM CepTudurkaThbl;

BbibpaTb cepTndmnKaT 1 OBOMHBIM LWETYKOM OTKPbITb cepTudmnkar;

Ha BTOpoi1 Bknaake «CocTaB» HaxMuTe Ha «KonuposaTb B daiin...»,

B OTKPbIBLUEMCS OKHE Mac\epa aKkcnopTa cepTudnkaToB HaxmuTe «daneex»:

feicteve By, Cripaska
[ &8 XFE 2

ATl - TeKYLUWIA None | KoMy BsldaH Kem eeipaH

CpoK 4ERCTENA

1 Cerdgicar Ceptndpmrar
1 foeepe BELIE LSH
(1 AoEepuTsammsieATHOLEHM
(1 Mpomesky TouHEIR LieHTpE! CE
(1 OBvexT Nonb30BaTENA ACth

Ofiuwe i CocTas | Myte cepridmcam |

MokasaTs: ‘ =Bre> ~

Mactep sxcnopTa ceprudimiaron pasd &
1757000000 01 07 9
P 34.11/34.10-2001
E Kontur {Ural), 340 «M...
Bapa 2008 r, 15:51:00
STOT KACTED MIHOTAET KOPHPOSET CEPTHMKETHI,

CMHCKF AOBEPFA H TMHCKH 0T3E B8 (EPTADMIATOE H3 sapA 2009 r. 16:00:00
XPEHMAMLLE CEPTHOMKATOR Ha TOKANEHIN AHCK, 13HHKOE AHADEA BRagnM,.. o

Bac npveEeTcTBYeT MacTep
SHCMOPTS CepTGKATOR

CEPTHOHKAT, BblAaHHbIF USHTPOM CepTHE FKaLH,
ARNARTTR NALTREMTAFHAR FALEHA MHCHOCTH W
COAEPAMT MHPOPMALKED, HEODXDAVMYH AN 33LHT=I
AHHED MIH YITEHIBNEHHE 3aIMLIZHHELX C3TEBEIX
MOAKAOMYEHH. XpaHHHLLE EEETM¢HKETDB - 3To
obnacte CHCTEvbl, NPEAHAIHAYEHHAA ANA xDaHEHHA
LEp MUK | U,

1A NpoACAMEHMA HaxmMTe KHonky "fanee”,

= | remmE

- Ha OTKpbIBLUENCS BKIafKe BblibpaTb «HeT, He 3KCNOPTMPOBaTb 3aKPbIThIN KAY» 1 NepenTn «aneex;
- Ha OTKpbIBLeNcs BKaake BbibpaTb «Dainbl B DER-koanposke X.509(.CER)» n nepentun «daneex;

- Ha cnenylolwen BKnagke 3agaTb UMSA coxXpaHsAeMoro ceptudumkaTa, HaxkaB «0630p», BbibpaB MecTo
XpaHeHus 1 ykasaB umsa darna (ato kog OKI1O - Bawein opraHusaumn, Hanpumep, 2347825.cer) :

CoxpaHntb Kak @@ ‘
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‘:} Wima palina: 1234?825 cel o ‘ I CoxpaHuTs ]
v 3

Ceresos Tun paiina: ‘ Paiinel & DER-koaupoere X.509 [“.cer) v ‘ [ Ormena ]

- 3aTeM HaxxmuTe «CoxpaHnTby, «[anee» n « 0TOBO.



